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Town of Greentown - Cybersecurlty Policy

1. Purpose & Scope

Purpose: Protect Greentown's digital infrastructure, data integrity, and ensure compliance with SEA 472.

Scope: Applies to all technology systems (servers, networks, endpoints, cloud services, mobile devices,

and connected loT systems) and all users (employees, elected officials, contractors, and vendors).

2. Governing Framework

This policy is based on Indiana Office of Technology (lOT) standards and guidelines in accordance with

SEA 472 (effective July 1, 2025; compliance by December 31, 2027).

3. Responsibilities

The Town Council or designated ClO/CISO oversees implementation, compliance, and updates of this

policy.

4. Risk Management & Incident Response

Conduct regular risk assessments to identify threats, vulnerabilities, and potential impacts.

Maintain an incident response plan with defined roles and responsibilities.

Cybersecurity incidents will be reported to the lOT within two business days (as applicable under

SEA 472).

5. Access & Authentication

Principle of least privilege applies to all accounts.

Multi-factor authentication (MFA) is required for remote or privileged access.

Passwords must follow strong security standards and be rotated regularly.

6. Network & Endpoint Security

Implement firewalls, intrusion detection/prevention systems, and network segmentation.

All systems must be kept up-to-date with vendor-supported patches and updates.




